MEMORANDUM FOR: Director of Central Intelligence 
Deputy Director of Central Intelligence 


THROUGH: Director, National Foreign Assessment Center 
FROM: Chief, Arms Control Intelligence Staff 
SUBJECT: SIG Meeting on CBW Arms Control, 5 October 1981 


1. This entire memorandum is SECRET. 


2. The meeting was chaired by Amb. Stoessel. Other attendees included: 


State 


Richart Burt 
David Gompert 


NSC 


MG Robert Schweitzer 
Sven Kraemer 


ACDA 


Robert Grey 
Archelaus Turrentine 


3. The issues for decision at the meeting were: 
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onioin foot ; ACTION 4. BEGIN TEXT OF DEnaRCHE. 3 A 
TO La wo THE UNITED STATES WISHES TO RAISE A PROGLEN OF ERIRENC 
TOP IMPORTANCE FOR RELATIONS GLIVEER THE UNITED STATES AMD 
INFO D, dD THE SCVIET UNION AND FOR THE FUTURE OF ARMS CONTROL. ET 
CONCERNS SOVIET COMPLIANCE WITK THE B10LOGICAL WEAPONS 
CONVENTION. . . 
nel | 
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FR SECSTATE Wasnoe 
TO AMCMBASSY MOSCOW IMMEDIATE oe 
a 


INFO OCT-#8 =ADS-88) «S$SO-08) | /B)0 R 


DRAF IED AY ACOASRA/AT: RPATKULAK 
APPHOVED BY SCOA. RGALY 

EUR/SOW MNCL EAM 

pr/reua! 

KEA/PAB DSNYOER- 

EUR/RPN-C THOMAS . 
ACOA-RSURACHT INE 

ACDA-CPOUMY ISUBS) 
$/$-0. 7; TR, CHLER 


we THE UNITED STATES AND THE SOVIET UNION Have DISCUSSED 
ONT ASPECT OF THIS ISSUE <= THE OUTBREAK OF ANTHRAX UM 
SVEROLCVSK -- REPEATEGLY th THE PAST, MOST RECENTLY WHEN 
THE US CHARGE EN MODLGW TALKED WITH FIRST DEPUTY FOREIGN 
MINISTER KORWIVEWRO IN JUNC, THE UNITED STATICS WISKES, 
WOMLVER, TO RAISE THE ISSUE OF SOVIET COMPLIANCE WITN THE 
BIQLOGICAL WEAPONS CONVENTION ONE NORE TIME EN AN ATTEMPT 
TO RELOLVE THE PROBLEM. 


4 


THIG ANE MOASSY LONDON IMMEDIATE 
ANENBASSY BOWN IMMEDIATE 
AMEMBASSY PARIS IMMEDIATE 
AMEMBASSY TOKYO IMMECIATE 


, oo THE UITED STATES HAS STRONG REASON TO BELICVE THAT 
; THE SOVIET UNION IS NOT IM COMPLIANCE WITH THE BIOLOGICAL 
WEAPONS CONVENTION, THIS CONCERN I$ BASED 1% PART ON THE 


AME MBASSY BARGKORK FMNEDIATE as OUTBRCAM OF ANTHRAX IM SVERDLOVSK, ‘17 1S BASED IW PART 
USNISSION USNATO IMMEDIATE as ON IME PRESENCE IN TRE SOVIET UNION OF HEAVILY SECURED 
AML MBRIS) KABUL IMMEDIATE See aa oy MILITARY INSTALLATIONS WHICH RAVE FOATURES WHICK SUCGEST 
AMLNBASSY ISLAMABAD IMMEDIATE , eT ae THAT THEIR FUNCTION FS RELATED TO BIOLOGICAL WEAPONS, 17 
USMISSION USUN NEW YORK PMMEDIATE oe TA 1S ALSO BASCD ON STROWG AND COMPELLING CYIOLNCE OF THE 
USMISSION GENEVA IMMEDIATE ie ee ae USE OF MYCOTOXIRS BY COMMUNIST FORCES IN SOUTHEAST ASIA, 
AMEMBASSY CAN®ORRA INMEDIATE “ 
ANEMBASSY WELLINGTON IMMEDIATE : 7 “y WITH REGARD TO TRE OUTBREAK GF ANTHRAX IN SVEROLGVSK, 
ae ; : x PREVIOUS EXCHANGES HAVE SERVED ONLY TO HCIGHTEM THE 
SUCRE T SEAIE 263876 a \ _SUSPICTON THAT SHE OUIBREEK WAS THE RESULT OF SOVIET 
i 4 ACTIVITIES INCONSISTENT WITH THE BIOLOGICAL ULAPONS 
CXDIS-LONOON FOR ACOA DIRECTOR ROSTOV . CONVENTIOW, THE EXPLANATION PROVIDLO @Y TRE SOVIET 
: : GOVERNMENT THAT THE OUTBREAK VAS DUC TO NATURAL CAUSES 18 
£0. i2H6S ROS-1 9/24/86 (GREY, ROBERT) INCOWSESTERT WITH INSORMATION AYAILDBLE TO THE UNITED 
STATES. AMONG THE REASONS FOR CONTINUING CONCERN ARE 
TAGS: PARM, UR, US REPORTS THAT THE INHALATION FORM OF ANTHRAX VAS ENVOLVED 
SUBJECT: CEMARCHE ON SOVIET Conpt VANCE WETK THE BY AND THE LARGE NUMGER OF OLATRS, ° 
CONVENTION ‘ 
> UNDERLYING US CONCEHA OVER THE OUTBREAK OF ANTHRAX IS 
f. GS-ENTIRE TEXTH, ITS PROXIMITY TO AN UNUSUAL MILITARY FACILITY KNOUN aS 
CANTONHENT 29. CARTONMENT 19 INCLUDES AMIMAL PENS, 
2. SUMMARY: ACDA ACTING DIRECTOR GREY PRESENTED & US SUGGESTING {1 3S ERGAGED IM TESTS OW ANIMALS, IT 
OEMARCKE CONCERNING SOVIET COMPLIANCE WITH THE BIOLOGICAL INCLUDES STRUCTURES ENCLOSED IM EARTHEN REVETMENTS WHICH 
WEAPONS CONVINTION TO SOVIET CRARCE ON OCTOBER 1. ° APPEAR SUITABLE FOR THE STORAGE OF EXPLOSIVES. CERTAIN 
{MBASSY MOSCGV 1S CEQUESTED TO REINFORCE THE DEMARCHE BY AREAS WAVE CATRAOPDINARILY STRICT SECURITY ARRANGEMENTS, 
MAVSIRG SAME FOUKTS WITH FOREIGN MINISTRY, END THE SECTION WITHIN THE SOVIET MILITARY WHICH IS 
SUANARY, - REGPONSIBLE FOR CHEMICAL AND BIOLOGICAL PROGRAMS 1S KNOWN 
TO EE ASSOCIATED WiTH A FACILITY IN SVEROLOVSK. THE 
J. RCTING ACG DIRCCTOR GREY CALLED IM SOVIET CHARGE UNUTED STATES 1S AWARE OF OTHER MIL ETARY FACILITIES 
BCSSMER Wenn GX CCTOBER 1 AND PRESERTED HIN THE DEMARCHE ELSCMHERS IM THE SOVIET UNIOM SHICH WAVE SIMILAR 
CUTE IMED BELOW FARA 4), GEFORE PRESENTING THE OFMARCKE CHAKACTLRISTICS, SUGGESTING THAT THEY GAY BE ENGAGED IK 
Gary STATEQ THAT THE ISSUE WAS ON OF EXTRAOROTHARY SLLICIT BIMLOGICAL WARFARE ACTIVITIES. 
GRAWITY ARO THAT THE DEMARCKE BEARS DIRECTLY ON THE 
PROBLEM OF VERIFYING ARMS CONTROL AGREEMENTS WHICH ACBA ~- THE SOVIET UMTOM HAS FAILED TO TAKE ADVANTAGE OF 
OIRECTGR RIS70W FAQ RAISED VITH BESSNERTNYKH RLPLATED CONTACTS OM SVEKDLOVSK TO PROVIDE IWFCRNATION 
Last AUGEST. Wl WISH TO OISCUSS THE VERIFICATION WHICH MIGHT ALLAY OUR CONCERN. INSTEAD, THE SOVIET 
ISSULS WITH Txf SOWLET SIDE AS SOOM AS YOU ARE READY, - GOVERWHENT HAS DEW!ED THAT THE BECLOGICAL WEAPONS 
AS DIRECTOR KOSTCW NCTEO IM WES PRICR DISCUSSION CONVENTICH IS FNVOLVED ANG OULSTIONED US SERIOUSNESS IM 
tT 1S OUR VEER THAT VE MUST NOW COOPERATE IX THE RAISING TRE FSSUE. THE UNITED STATES SELICVES THAT THE 
VERIFICATION OF ARMS CONTROL AGRECMTNTS BY WHATEVER BHOLCGECAL WEAPONS CONVENTION 1S INVOLVED AKD WAS 
REANS WHICH Mer TURN OUT TO ,€ RECESSARY AnD REPEATEDLY RAISED TRE FSSUL PRECISELY BECAUSE IT 1S 
APPROPRIATE «TODAY'S DENARCHE HOWLVIR GOES FAR BEYOND SERIOUS AROUT ARMS CONTROL AND ABOUT THE NEED 10 COMPLY 
THE PROBLEMS CH OAPMS CONTROL TO THE ROLE OF INTER WITH ARMS CONTROL AGREEMENTS. IME UNCOOPERATIVE REACTION 
WATICWAL LAW Te TRE FUNCTIONING OF TKE INTERNATIONAL OF THE SOVIET COVERNMENT [S$ INCONSISTENT WITH ARTICLE ¥ 
STSTCA, AKO TO CUTSTICKS OF HUMANITY AND THE OF THE BIOLOGICAL VEAPOWS CONVENTION, 
REL ATEQWOMTP OF THE SOVIET UNION WITK THE PLOPLES OF ' 
THE FRtRS WORLD. 7 WOW MEV INFORMATION ABOUT THE USE OF TOXIN WEAPONS [M 
SCUIHEAST ASIA WAS ADDLD AN ADDITIONAL DIMENSICN TO THIS 
. ISSUE. THREE LETHAL TOXRIMS HAVE SEEN IOENTEFIEO EMA 
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SAMPLE FROM WAMPUCHEA -- SUBSTANCES WHOSE USE IN WA IS 
CLEARLY PROMIBITLO UNCER IME 1975 GENEVA PROTOCOL ano 

i RELATED RULES OF CUSTOMARY INTERNATIONAL LAV, ANO WHOSE 
POSSESSION O& MAKUFACTURE FOR SUCH PURPOSES 1S PROMISITEO 
UNDER THE BIOLOGICAL WEAPONS CONVENTION. INE SYNPTONS 
PRODUCED BY THESE TOXINS ARE CONSISTENT WITH THE SITAARE 
EFFECTS REPORTED BY EYEWITHESSES AND SY VICTIMS OF 
CORTAIN LETHAL ATTACKS IN KAMPUCHEA, THEY ARE ALSO 
CONSISTENT WiTH THE EFFECTS Of ATTACKS WHICK WAVE BEEN 
REPORTED IM LAQS AND IN AFGHAKISTAR, 


Pact 62 Of a2 STATIC 263576 


vo TT US VELL RNGWM THAT TRE SOVIET UNION 1S SUPPORTING 
THE VIETNAMESE IN THEIR IMVASTON OF KAMPUCHEA, SOVIET 
PERSONKEL WAVE FUNCTICNED 1M AN ADVISORY ROLE ON MATTERS 
RELATED TO CHEMICAL WARFARE THERE, AND WUMEROUS REPORTS 
DIRECTLY LIM THE SOVIET UNTOM TO ATTACKS WITH LETHAL 
AGENTS UR RIGHBNISTAN, LAQS AND KAMPUCHEA. THE THREL SPFC- 
IFICTRICHOTHECENETOXINS FOUND DO NOT OCCUR NATURALLY 
TOGETHER IR SOUTHEAST ASIA. WO RNOWN FACILITIES IN 
SOUTHEAST ASTA COULD PRODUCE THE TOXINS IW THE 
QUANTITIES NECESSARY TO CAUSE THE EFFECTS REPORTED, 
ALTHOUGH THE SOVIET UNION COULD PRODUCE THEM. RESEARCH 
PROJECTS CONCERNINGIRICHOTHECENE TOXIXS HAVE BEEN 
IOONTIF FEO AT WARSAW PACT IRSTITUTES PREVIOUSLY 
ASSOCIATED WITH CHEMICAL AND MIQLOGICAL WLAPONS RESEARCH. 


vo THE SOVIET GOVERMENT WAS CLEAR OBLIGATIONS UNDER THE 
BIOLOGICAL WEAPONS CONVENTION. ACCORUING TO ARTICLE t 
EACH PARTY COSMITS ITSELF NEVER 19 DEVELOP, PRODUCE, 
STOCKPILE OR OTHERWISE ACOUIRE OR RETAIN BIOLOGICAL 


AGEKTS OR TOXIMS FOR NOSTILE PURPOSES 


ARTICLE VL FORBIDS PARTIES TO TRANSFER SUCH 

{L BrOiCatCaL AGENTS UR TOXINS YO ANY RECIPIENT OR 16 
ACSIST OR ENCOURACE ANY STATE IX THEIR ACQUISITION OR 
Mani ACTURE, 


+: ARTICLE V REQUIRES THE PARTIES TO CONSULT AND 
COOPERATE 1X SOLVING ANY PROBLEMS WHICH MAT ARISE WITH 
RESPECT TO THE CONVENTION, 


se TW ACCORDANCE WITH ARTICLE V OF THE BIOLOGICAL WEAPONS 
COnVENTIOW, THE UNITED STATES REQUESTS A PROMPT MEETING 
IMVOLWING TECHNICAL EXPERTS FROM TNE SOVIET UNSON ANG THE 
UNITED STATES TO EXAMINE THESE ISSULS FULLY AND TO 
DISCUSS MEANS BY WHICH THESE CONCERNS HIGHT BE ALLAYED. 


~> SPECIFICALLY WITH REGARO 30 TRE USE OF TOXINS, THE 
UNITED STATES EXPECTS THAT THE SOVIET GOVERNMENT WILL act 
SOAS TO PREVENT RECURRENCE OF THESE INCIDENTS. THE 
UWITEO STATES ACSO EXPECTS THAT THE SOVIET UNION WILL 
COLPORATE FULLY WITH THE UN INVESTIGATION OF CHEMICAL 
VEAPCAS USE AND THAT 17 WiLL STRONGLY ENCOURAGE THE 
GOVERNMENTS OF AFGHANISTAN, LAOS AND VIEIKAM 10 COOPERATE 
PULLY AS WELL. 


~~ THE UNITED STATES ASKS TOR A PROMPT AND POSITIVE REPLY 
TO THESE REQUESTS. THE POSSIBILITY OF RESOLVING THIS 
MATTER THRCUGH BILATERAL DIPLOMATIC CHANNELS 1$ ALNOST 
EXHAUSTED, AND THE UNITED STATES IS PREPARED 10 TARE 17S 
CONCERNS TO OTHER FORA. THE IMPLICATIGHS OF A FAILURE 10 
RESOLVE THES MATTER ARE EXTREMELY SERIOUS FOR THE FUTURE 
OF ARMS CONTRCL, AS WELL AS FOR US/SOVIET RELATIONS. 


s 
L Ceo TEXT, 


S$. RESSMERTNYKN KOTED THAT SECRETARY HAIG AND FOREIGN 
RURISTER GROMYRC NAD OIscussed THIS ISSUE BRIEFLY AND TRatT 
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GROMYRO KAD ALREADY REJECTED U.S. CHARGES as UBF OUWOLD, 
BESSMERTHYAK STATED THAT THERE 1S WO FACTUAL BASIS 10 
PROVIDE FOR THE OISCUSSiONS SUGGESTED BY US AND THAT If 
THIS TS WHAT U.S. MEANS BY VERIFICATION THERE 1S NOTHING 
YO TALK ABOUT, ME SAID THAT FROM THE Way THE US, HAS 
HAWMOLED THIS MATTER Vas CLEARLY A PROPAGANDA ISSUE AND 
THAT CACH OF THE CHARGES 1S COMPLETELY UNFOUNDED.” tae 


6. GREY, PM DIRECTOR BURT AND AMBASSADOR ROWNY (SPECIAL 
REPRESENTATIVE FOR WEGOTIATIONS) MADE CLEAR THAT THE U.S, 
CONSIDERS THIS MATTER AS MOST SERIOUS AND THAT 17 WOULD 
BE A MISTAKE FOR THE SOVIETS 10 ASSUME THAT WE ARE 
APPROACHING IT AS & PROPAGANDA ISSUE, 17 WAS STRESSED 
THAT THE U.S. WOULD LIME TO CLEAR UP THESE PROBLEMS SO 
PROGRESS CAN BE MADE IN ARMS CONTROL, WiTHOUT A 
SATISFACTORY RESOLUTION, IT WAS INDICATEO THAT A 
SUCCESSFUL OUTCOME OF UPCOMING ARMS CONTROL TALKS WOULD 
BE Mave MORE BIFFICULT, 


2. BESSMERTHYKK SAID THAT WIS RESPONSE HAD BEEN 
PRELIMINARY AND THAT HE WOULD PASS OW TRE DENMARCHE TO 
MOSCOW. 


2. FOR MOSCOW CHARGE 1$ REQUESTED TO REINFORCE Us, 
CONCERNS BY PRESENTING DEMARCHE PARA 4 ABOVE 10 
APPROPRIATE SENIOR FOREIGN MINISTRY OFFICISL AS SOON AS 
POSSIBLE, 


S. KABUL MI; MIZE CONSIDERED, 
CLARK 
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